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CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 64

SEVERITY CVSS PLUGIN NAME

HIGH N/A 104743  TLS Version 1.0 Protocol Detection

5.0 11213 HTTP TRACE / TRACK Methods Allowed

5.0 42873 SSL Medium Strength Cipher Suites Supported

4.3 58751 SSL/TLS Protocol Initialization Vector Implementation Information Disclosure
Vulnerability (BEAST)

4.3 85582 Web Application Potentially Vulnerable to Clickjacking

LOW 2.6 15855 POP3 Cleartext Logins Permitted

LOW 2.6 34324 FTP Supports Cleartext Authentication

LoW 2.6 91572 OpenSSL AES-NI Padding Oracle MitM Information Disclosure

INFO N/A 10028 DNS Server BIND version Directive Remote Version Detection

INFO N/A 10092 FTP Server Detection

INFO N/A 10107 HTTP Server Type and Version

INFO N/A 10185 POP Server Detection

INFO N/A 10263 SMTP Server Detection

INFO N/A 10287 Traceroute Information

INFO N/A 10302 Web Server robots.txt Information Disclosure

INFO N/A 10386 Web Server No 404 Error Code Check

INFO N/A 10662 Web mirroring

INFO N/A 10863 SSL Certificate Information

INFO N/A 11002 DNS Server Detection
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http://www.nessus.org/plugins/index.php?view=single&id=104743
http://www.nessus.org/plugins/index.php?view=single&id=11213
http://www.nessus.org/plugins/index.php?view=single&id=42873
http://www.nessus.org/plugins/index.php?view=single&id=58751
http://www.nessus.org/plugins/index.php?view=single&id=85582
http://www.nessus.org/plugins/index.php?view=single&id=15855
http://www.nessus.org/plugins/index.php?view=single&id=34324
http://www.nessus.org/plugins/index.php?view=single&id=91572
http://www.nessus.org/plugins/index.php?view=single&id=10028
http://www.nessus.org/plugins/index.php?view=single&id=10092
http://www.nessus.org/plugins/index.php?view=single&id=10107
http://www.nessus.org/plugins/index.php?view=single&id=10185
http://www.nessus.org/plugins/index.php?view=single&id=10263
http://www.nessus.org/plugins/index.php?view=single&id=10287
http://www.nessus.org/plugins/index.php?view=single&id=10302
http://www.nessus.org/plugins/index.php?view=single&id=10386
http://www.nessus.org/plugins/index.php?view=single&id=10662
http://www.nessus.org/plugins/index.php?view=single&id=10863
http://www.nessus.org/plugins/index.php?view=single&id=11002

N/A 11032 Web Server Directory Enumeration

N/A 11219  Nessus SYN scanner

N/A 11414 IMAP Service Banner Retrieval

N/A 12053 Host Fully Qualified Domain Name (FQDN) Resolution
N/A 19506 Nessus Scan Information

N/A 21643 SSL Cipher Suites Supported

N/A 22964  Service Detection

N/A 24260 HyperText Transfer Protocol (HTTP) Information

N/A 25220  TCP/IP Timestamps Supported

N/A 31658  DNS Sender Policy Framework (SPF) Enabled

N/A 35371 DNS Server hostname.bind Map Hostname Disclosure
N/A 39521 Backported Security Patch Detection (WWW)

N/A 40405 Web Server Detection (HTTP/1.1)

N/A 42085  IMAP Service STARTTLS Command Support

N/A 42087  POP3 Service STLS Command Support

N/A 42149  FTP Service AUTH TLS Command Support

N/A 43111 HTTP Methods Allowed (per directory)

N/A 45410 SSL Certificate 'commonName' Mismatch

N/A 45590 Common Platform Enumeration (CPE)

N/A 46180  Additional DNS Hostnames

N/A 48204 Apache HTTP Server Version

N/A 48243  PHP Version Detection

N/A 49704  External URLs

N/A 49705 Web Server Harvested Email Addresses

N/A 50344 Missing or Permissive Content-Security-Policy frame-ancestors HTTP

Response Header
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http://www.nessus.org/plugins/index.php?view=single&id=11032
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=11414
http://www.nessus.org/plugins/index.php?view=single&id=12053
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=21643
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=24260
http://www.nessus.org/plugins/index.php?view=single&id=25220
http://www.nessus.org/plugins/index.php?view=single&id=31658
http://www.nessus.org/plugins/index.php?view=single&id=35371
http://www.nessus.org/plugins/index.php?view=single&id=39521
http://www.nessus.org/plugins/index.php?view=single&id=40405
http://www.nessus.org/plugins/index.php?view=single&id=42085
http://www.nessus.org/plugins/index.php?view=single&id=42087
http://www.nessus.org/plugins/index.php?view=single&id=42149
http://www.nessus.org/plugins/index.php?view=single&id=43111
http://www.nessus.org/plugins/index.php?view=single&id=45410
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=46180
http://www.nessus.org/plugins/index.php?view=single&id=48204
http://www.nessus.org/plugins/index.php?view=single&id=48243
http://www.nessus.org/plugins/index.php?view=single&id=49704
http://www.nessus.org/plugins/index.php?view=single&id=49705
http://www.nessus.org/plugins/index.php?view=single&id=50344

N/A 50345 Missing or Permissive X-Frame-Options HTTP Response Header
N/A 50350  OS Identification Failed

N/A 50845  OpenSSL Detection

N/A 54580  SMTP Authentication Methods

N/A 56984 SSL / TLS Versions Supported

N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

N/A 57323 OpenSSL Version Detection

N/A 62564  TLS Next Protocols Supported

N/A 66334  Patch Report

N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

N/A 72779 DNS Server Version Detection

N/A 84502  HSTS Missing From HTTPS Server

N/A 84574 Backported Security Patch Detection (PHP)

N/A 84821 TLS ALPN Supported Protocol Enumeration

N/A 87242 TLS NPN Supported Protocol Enumeration

N/A 91634 HyperText Transfer Protocol (HTTP) Redirect Information

N/A 91815  Web Application Sitemap

N/A 94761 SSL Root Certification Authority Certificate Information

N/A 95631 SSL Certificate Signed Using Weak Hashing Algorithm (Known CA)
N/A 106375  nginx HTTP Server Detection
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http://www.nessus.org/plugins/index.php?view=single&id=50345
http://www.nessus.org/plugins/index.php?view=single&id=50350
http://www.nessus.org/plugins/index.php?view=single&id=50845
http://www.nessus.org/plugins/index.php?view=single&id=54580
http://www.nessus.org/plugins/index.php?view=single&id=56984
http://www.nessus.org/plugins/index.php?view=single&id=57041
http://www.nessus.org/plugins/index.php?view=single&id=57323
http://www.nessus.org/plugins/index.php?view=single&id=62564
http://www.nessus.org/plugins/index.php?view=single&id=66334
http://www.nessus.org/plugins/index.php?view=single&id=70544
http://www.nessus.org/plugins/index.php?view=single&id=72779
http://www.nessus.org/plugins/index.php?view=single&id=84502
http://www.nessus.org/plugins/index.php?view=single&id=84574
http://www.nessus.org/plugins/index.php?view=single&id=84821
http://www.nessus.org/plugins/index.php?view=single&id=87242
http://www.nessus.org/plugins/index.php?view=single&id=91634
http://www.nessus.org/plugins/index.php?view=single&id=91815
http://www.nessus.org/plugins/index.php?view=single&id=94761
http://www.nessus.org/plugins/index.php?view=single&id=95631
http://www.nessus.org/plugins/index.php?view=single&id=106375
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